However, defamatory statements -those that may injure the reputation of the individual-are only one aspect of confidentiality of medical information. It is probably the least troublesome aspect from the nurse's view. More frequently we are faced with the questions and problems of "invasion of privacy" -the threat of interference with the affairs of an individual or of injury to the individual's feelings. I n this day and age, "invasion of privacy" is heard so frequently and in so many contexts that one begins to question whether anyone has the right to seek and record -let alone divulge-any personal information about another person. Currently, those of us who work for the Federal Government are facing the requirements of the Privacy Act of 1974. 4 This Act requires that all forms and formats used by Federal Agencies to collect personal information (to include the Social Security Number) must be accompanied by a Privacy Act Statement -which is similar to the informed consent statements discussed by other panelists. However, the Privacy Act Statement applies primarily to information gained directly from the individual and does not require his signature. We still do use signed medical release forms to obtain medical information from other sources or to release such information to sources outside of the particu lar agency.
Protecting the worker's privacy is not the whole story, though, is it? The occupational health nurse also has the responsibi Iity to support management And this becomes more critical when there is no fulltime, or even part-time, occupational health physician. We have a real need for clear guidance in meeting what-at times-are conflicting responsibilities. For example, ·An employee is in line for promotion. His medical examination indicates he is a poor risk. This report backfires from management They want and need this man in the new position. How confidential are records in this situation? To complicate the situation more, what if the medical condition is known to be a terminal one and the personal physician has chosen not to advise the employee to that effect What is our responSibility to the company -to the employee -to the personal physician? OR • The company policy includes home visits by the nurse when an employee reports that he is home ill. The nurse makes a visit and finds the employee is not ill. What is the nurse's responsibility for reporting this? To whom? OR • Why is Mary sick? What's the matter with her? Why doesn't she do a better job? OR • An employee apparently has a mental or personality disorder. How much information should be divulged in referring the employee for care? OR • What do I do about the personnel advisor who demands information about a worker who has given me the information in confidence? If I tell him, the workers will lose their trust in me. If I don't tell him, I may be discharged. These are typical dilemmas that face occupational health nurses regarding confidential information. On one hand, the privacy of the worker must be assured. On the other, management wants to know the health status of the worker. On top of this is the need to take such medical or nursing action as is required to protect and promote the health and safety of the individual and of his co-workers.
There are no specific, clear-cut answers to these questions. But that does not mean they are unanswerable. It does mean the nurse must be aware of and alert to all the inherent dangers in dealing with confidential information. We must be well-versed in the principles of privileged communications and must use sound judgment in applying these principles in each situation.
The legal aspects of privileged communications have been discussed but, from a nursing point of view, there are a few factors that bear emphasis. First, each nurse is obliged to know what are the laws in the state where she works that apply to the nurse and privileged communications. Is it common law? Is there a law on privileged communications? Does it include nurses? Do you -as a nurse -know this? Can you be required to disclose any medically confidential information. or not?
Next "I n addition to -and supportive to -the legal factors, there is available to the occupational health nurse the AAOHN Guide, "Principles of Privileged Oommunlcatlons,"" prepared by a Joint Committee of the AAOHN Medical Advisory Council and the Board of Directors, and endorsed by the Management Advisory Counci I. This guide, published in 1961, is currently being revised. A summary of the guide offers these basic principles.
1. The purpose of privileged communications in occupational health is to protect the privacy and promote the health and well-being of the individual. 2. There are times when confidential information must be divulged to protect the individual or to protect others. 3. When confidential information must be divulged, it is given only to those persons with a clear need to know. 4. Only the information that is required by the situation may be divulged. No more. No less. 5. When giving confidential professional information to other than physicians or nurses, it must be limited to an interpretation of the specific clinical or diagnostic data in lay or occupational health terms. 6. Confidential information is given to others only with the authorization and/or specific knowledge of the patient At first glance, these guidelines appear reasonably easy to follow. But there can be problems. Probably the biggest problem is identifying WHO NEEDS to know WHAT. In occupational health, the WHO usually includes management, the employee's personal physician, the employee, and -now -the employee's representative and the OSHA inspector.
What information does management NEED? Basically, management needs an interpretation of the medical information to enable him to maintain plant production through informed planning, to place workers in jobs that are within their capabilities, to protect the health and safety of the worker and coworkers, and to meet legal and insurance requirements. Or to put it another way, management needs:
1. Prognosis of the employee's abi lity to perform the job -his capabilities and, when pertinent, his limitations. 2. I nformation that wi II enable management to take necessary admi nistrative steps to protect the worker and/or his coworkers. 3. Information regarding occupational illness and injury required for insurance or legal purposes. Even though the nurse may feel pressured to give management the information he requests because he is the boss, she must abide by the principles of privileged communications, remembering she is accountable. As a part of this, the nurse -and physician -has a responsibility to advise management of the consequences of releasing confidential information and to be ready with alternatives to help management meet his needs without divulging confidential information. Dr. Norbert Roberts tells us that we do not need to resign ourselves to unpalatable or bad management policies but shou ld help change or shape those policies. "Most managements want and welcome guidance, and are flexible. They respond to a well-presented and, where possible, well-documented argument for chanqe.'"
As to the employee's personal physician -his needs for medical information about the worker are generally understood -the information essential to assist him in his management of the employee as his patient The primary factor for the occupational health nurse to keep in mind is the need to be sure the employee provides informed consent to the sharing of this information.
Regarding the employee, the matter of confidentiality gets turned around a bit Dr. McLean suggested three levels of medical information that identify what the employee needs to and may know about his own health status. While such determination is the responsibility of the physician, the occupational health nurse has a significant contribution to make. She can assist the physician in such decisions by offering him her assessment of the employee's 16 strengths and possible limitations for coping with the information, including possible sources of support from his fami Iy, etc. Perhaps, even more important is the support the nurse gives in follow-up to be sure the employee really understands what he has been told and to assist him, as indicated, to take the necessary steps to maintain his own health.
Further, at the risk of over-repetition, every assurance must be made to inform the employee that no confidential information will be released without his knowledge, consent, and full understanding of who will get what information, for what purpose.
Finally, the occupational health nurse should strongly advise the employee to be discreet in regard to whom he gives any medical information about himself. This is for the employee's protection, but also helps avoid such problems as the irate supervisor who has heard from another worker that Joe has diabetes after the physician and nurse had just given him -the supervisor -a lot of double-talk.
In regard to OSHA requirements to permit the OSHA inspector to see (and copy) specific medical datathis has been discussed. I'm in agreement with the opinion that duplicate records are not the answer. However, it wou Id seem that one approach might be the arranging of the data in the individual medical folder in such a manner that the OSHA related data would be separate from the non-occupational health data. Here, the nurse shou Id work with the physician in developing a record keeping system that will not interfere with patient care and medical confidentiality, but will meet legal requirements.
Another problem in the maintenance of medical confidentiality is the increasing use of nonprofessional personnel in the handling of medical records. For example, the increasing use of computers by medical departments. Who -besides the medicaVnursing staff -has access to the computer cards and print-outs? And there is the use of word processing centers where there's not only a typing pool remote from the medical department, but the information may be typed on tapes which mayor may not be stored in the typing center. Whose responsibility is it to assure the confidentiality of this information?
Then, there is the matter of record retention required by law and company policy. Microfilming has been one answer to the storage of records. But, once again, a non-medical person has access to files while transferring the medical information to microfilm.
All of these -and other-instances where medical files and information are avai lable to non-medical personnel, as a part of their job responsibilities, make it imperative that the medical and nursing staff (and most usually it will be the nurse) know who these people are and to assure that they are properly instructed in the confidential handling of medical information.
I n summary, the occupational health nurse has the specific responsibility to know and abide by the legal, ethical, management, and professional policies and practices in the handling of confidential medical information. She is individually accountable for any action she takes-or does not take-to maintain this confidentiality. Although it may be over-simplification, let me use this analogy. When a chi Id asks, "Mommy, where do babies come from?" Mommy doesn't give a detailed clinical answer. Rather, she identifies how much the chi Id really needs to know (how much is he asking, what will he be able to understand and absorb?) and then she gives the answer-in terms the child can understand (and use) -and in a way that the child will feel free to return with further questions, knowing that he will be given a reasonable, helpful, and respectful answer.
